Abstract Transparent architecture and controllable performance are prime considerations in the design of large instrumentation. The vast amount of aspects involved, many of which need careful consideration, necessitates a design methodology. Already system reticulation into four or five goal-oriented structures, in combination with a hierarchy in design phases, can lead to sufficient control over the design effort. The methodology is also applicable to the teaching of engineering design.
Introduction
In this contribution to the series of instrument science, attention is focused on multifunction? instrumentation such as large data acquisition and control systems, examples of which can be found in health care, aviation, the process industry and in scientific laboratories. Often such systems are under controlisupervision of a human operator who is responsible for the integrity of the operations : together the hardware and the operator bring about a change of state in (their understanding of) the environment in accordance with the system objectives.
It is the task of the designer to create a system architecture which: matches the conceptual framework of the system's goal; makes good and reliable use of all physical laws and processes; gives due consideration to human factors and instrument capabilities ; and accommodates a required maintenance policy.
The steps in'top down'designof multi-function instrumentation are basically similar to those involved in less complex instruments or system components. However, design alternatives are much more varied; in the recent past it was hardly possible to explore their relative merits in all aspects and in every detail. Many design decisions, for example, must be based on non-functional aspects (such as quality, maintainability, electromagnetic susceptibility) which are vital to the successful operation of the system. In earlier stages of the design, the degree of detail is rather too coarse for correct judgment of such aspects. Consequently, the design alternatives must be carried out to an intermediate stage where rejection of some alternatives is justified and indications are obtained t Function: a specific purpose of an entity or its characteristic action (IBM glossary for information processing). The number of decisions and their interrelations are especially baffling in new systems for which existing experience is not directly applicable. In this case a design methodology, which preferably makes use of computer-aided design methods, is desirable. Without a methodical framework it is extremely difficult to maintain a full grasp on the whole, making reticulation into manageable entities necessary. To do so, one must be able to identify different aspects and structures which describe the relations between the smaller parts.
The technical discipline 'systems engineering' and the science of 'systems theory' provide (as yet meagre) methods and rules for an orderly, methodical decomposition of systems into smaller subsystems and partial systems, down to microscopic detail. Their application does not make designing lighter; on the contrary, they imply more work but the balance is better control over the whole design process.
Similar benefits were obtained in the recent past, when the concepts of the systems approach were mainly focused on the time parameter of the engineering process and its management (e.g. Hall 1962, Goode and Macho1 1967) . Planning methods resulted in the decomposition of the design and production process into phases (for instance: analysis and exploratory phase; preliminary design and test; production design and tooling; production; acceptance test and start-up; after-sales service) with the object of controlling budgetary and scheduling aspects. Recently more insight has been gained into the methods through which engineering design can be systematically pursued (e.g. Asimov 1968 , Koller 1973 , Karnopp 1974 .
The design process can be regarded as a system. Looking back at a particular instrumentation project, every design engineer will perceive a complex network of decisions which 0022-3735/78/0002-0097 $02.00 0 1978 The Institute of Physics pervades every aspect, every subsystem and every operational supply of power, internal temperature and sensitivity. Also activity of the system. Its methodical partitioning must functions can lead to an aspect network: the ADC depends provide room at a higher hierarchical level (coarser detail) for its operation on a specified sequence of events (internal for realisation of alternative methods, or at a lower level program) which must be synchronised with other subsystems; (finer detail) for implementation of alternative means.
likewise the data formatter and the computer. Thus, together In this paper the main notions of methodical system design these instruments take part in a partial system which has the applicable to complex instrumentation will be reviewed, appearance of a flow diagram, which should be examined the reader being invited t o apply the connections to his own separately and whose interrelations with other partial systems particular discipline or branch of engineering.
should be studied carefully. A non-functional attribute which is vital to the system's 2 System structures performance is 'accuracy'. The system's error budget is not System reticulation? is a highly theoretical subject which, a by-product of design. Different contributing system parts when applied in practical situations, boils down to commonare interrelated in this aspect through the model of the sense techniques 'which one has been doing all along' (Rechtin error propagation analysis and of the process activity in 1968). The measurement process is segmented into smaller which the instrumentation takes part. parts to facilitate the identification of methods and means
The characteristics of both functional and non-functional by which the process can be operated. Study of the partial aspects are frozen into the firmware by design. This is exemprocesses carried out in each separate element shows the plified in figure 2 in which a choice of attributes is grouped relation between methods and means in a diagrammatic together, e.g. size, weight, power and cooling under the structure.
heading 'physical aspect', etc. The diagram is by no means The reticulation of an instrumentation system can be complete: e.g. a software aspect is most important and should done in several ways; for our purpose the most useful and be studied. It still takes experience to know where to stop! therefore commonly encountered are:
But at least this systematic approach helps in formulating Subsystems: separately identifiable conglomerations of equip-(such) questions which, in non-methodical design, do not ment (instruments) with connected (partial) functions which even arise until it is too late. are logically geared to the system's main goal. It depends
The partitioning into subsystems and aspect systems is on the hierarchical level of the main system as to what very useful in, for example, the assignment of tasks to project equipment is considered to be a subsystem. At the level of teams, each team doing part of the job. Also it helps in the process instrumentation, a data logger will be considered analysis phase, once there is something to analyse. Other a subsystem. In relation to the data logger, an analogue-tostructures are necessary to arrive at that 'something', for digital converter (ADC), a dedicated computer and a data instance (Bosman 1967) : formatter are subsystems. The ADC has but few functional functional structure relations with the other subsystems of the data logger, organic structure whereas the data formatter has many which spread out acticity structure like a nerve system -yet the data formatter's function is objectively definable. sociotechnical structure. Partial systems: a generic term denoting networks of each These goal-related aspect systems must be given adequate system attribute belonging t o one aspect. For instance, attention during design. They bring out the networks of aspects which every subsystem shares with all others are functions, organs and activities, and so on. The information structure already is a well established tool in the design of ~~ information systems: it depicts each path and its branching, the signal modifiers and information processors acting on t Reticulation or box cutting: the total system is, for the the information. It does so in such a manner that every 'box' purpose of analysis, broken down into smaller parts (boxes), shows only one function, such as demodulation or arithmetic together forming a network. The smaller parts can be, e.g.. operation. During the synthesis certain similar functions subsystems. The process of reticulation can be applied like 'programmable branching points' can be grouped together repeatedly t o each box until ultimately components are in a metafunction 'multiplexing', which may form part of obtained which cannot be further divided: the elements of the functional structure. Multiplexing can be one of the the system. is defined as 'the (characteristic) action by which it (the instrumentation) fulfils its purpose' (Fowler & Fowler 1963 ; additions in brackets by author). For a measuring system the action is that specified input variables are transformed into desired output variables. The input variables can be matter, energy and information. The multiplexing switches with related control logic and analogue conditioning together form an entity, the 'multiplexer', which becomes part of the organic structure.
Another simple example at a low subsystem level is shown in figure 3 : the pressure-to-oc-voltage conversion transducer. This function can be realised by a number of methods, one being a compensatory bridge technique. The subfunctions belonging to this method are shown in figure 3(b) ; their mutual relation is one known as a line structure. The hardware implementation is often as shown in figure 3(c): three functions combined in the transducer proper, which is connected to a synchronous detector which includes the required low-pass filter. This latter grouping of functions according to external conditions or criteria (e.g. minimum wiring between boxes, equipment architecture, maintenance aspect or sheer mechanical necessity) leads to the organic structure, derived from the functional structure but better suited for descriptions of the system in terms of selected hardwarelequipment and also for anthropometric analysis.
In modern microelectronics techniques, the transducer may even physically contain the conditioner, so that the organic structure degenerates to one organ which in the diagram means only one block equal to the function that is realised?.
From this example it will be clear that the blocks in the organic structure are subsystem components or even subsystems : ovgans are physically integrated sets of components designed to accomplish a (small) number of well defined functions in the total process of the system. These organs are operated through activities which are embedded in an activity structure which is so interrelated with the functional structure that the specified functions are carried out.
It follows that activities (programs, algorithms, procedures) and the cooperating organs are hierarchically at the same level. The functional structure, being generic for the organic structure, is at the next highest level. The functional flow diagram (FFD) is generic for the activity structure of the system. Flow systems characteristically include a causal relevancy between input and output variables (dynamic characteristics of the system). The dependent variables must be controllable in some way and may be (a combination of) information, energy and matter.
One way to analyse flow systems is by a flow diagram. In figure 4 an example of an FFD of a radio position navigation subsystem is depicted, in this case exemplifying that the derived activity structure is fixed and mostly laid down in the hardware with limited (e.g. tuning) human intervention, in contrast with the procedure flow diagram of figure 7. The FFD shows the sequential relationship of the required (tertiary) functions which, combined in an algorithm specifically designed for that purpose, together constitute the secondary function 'form position error signals'; this in turn is one of the constituents necessary to realise the main function of the subsystem: 'compute and display present position in geodetic coordinates'. The same main function can be realised by a second, alternative method employing inertial data instead of radio signals. Figure 5 shows the FFD of an inertial system. The FFD is also useful because of its capability to generate t Hence the name 'function blocks' for many large-scale integration (mi) circuits. The tertiary functions defined in each box depend on a process carried out by both programmatic and material means. It is not unlikely that the analysis of one particular FFD will lead to alternative structures or even to new functions in the next higher-or lower-order FFD. For instance, the FED of full lines in figure 6 can be traded for a large look-up table (broken lines) which lists phase values as a function of geodetic coordinates. This has an effect on the storage function and on the operation of the navigation computer.
With the aid of the FFD the designer may, as early as in the exploratory phase, obtain insight into the required activities of both procedural and of material nature.
On the other hand, in the operational system the activity structure reveals to the technical manager and to the operator much of the subsystem's FFDS which together, in relation to one another and to the environment, constitute the frrnctional architecture of the instrumentation. It manifests itself, for example, by the length of procedural activities between decision points, by the number of decisions per unit of time, by possible combinations and sequences of operations, by the required personnel selection, instruction and training, and by work-rest cycles. The functional architecture is important for the operator's understanding of the system's operation in the process, of his inner representation or 'mental model' of it (Bainbridge 1969) .
As stated earlier, the organic structure shows the distribution of equipment according to constructional criteria. The familiar diagram of a computer is depicted with organs instead of functions. It shows the central processing unit, core memory, disc units, a tape reader, etc. For the purpose of explaining internal activities such a diagram is quite useful provided that one keeps in mind that the CPU is flexible in a functional sense (it is programmed to perform different functions in the desired sequence), whereas the tape reader's function is single and frozen in the firmware. Such diagrams are organic structures of which the function can be apprehended only in conjunction with the variable part of the activity structure (in this case the program). Changing the function means loading a different program.
The other constituent of the operator's perception of the system is the sensory architecture derived from the organic structure. He sees controls and displays in a particular setting, some of which are vital windows to functions important in the process control operations. Different shapes, sizes, colours and other presentation aspects assist in the identification of partial functions of controls and displays ; they facilitate their connection to procedures. Figure 12 is illustrative in this respect. It is a design aspect not to be taken lightly, to match the designer's concept of the operation of the system to a profile of the most likely inner representations of the average operators. Thus, a new design for an instrumentation system should not only start with questions about the process, but must also include questions about the type of operators and what is known about their behaviour and previous experience as system components (Rijnsdorp and Rouse 1977) .
To the maintenance crew, however, the organic structure means no more than a conglomeration of boxes, cabling, calibration controls, status checks, etc, because normally they are not familiar with the details of the activity structure pertaining to that instrumentation system. The activity structure is the network of all activities in both material means (programs, algorithms) and in personnel (procedures), structured in combinatorial and sequential fashion to meet particular needs or specified functions, in combination with human assistance, tools and dedicated equipment. As such, it is a subsystem in the sense of the foregoing definition; and it is a flow system because of the sequential nature. Figure 4 shows activities, laid down in firmware, in the form of an FFD. Operator activities connected with such equipment operations can also be analysed in this manner (Folley et al 1960) as shown in figure 7, which is a simple hypothetical process chosen to illustrate the method. Note that there are decision points marked by diamonds where the operator applies his own judgment and is free to choose from known alternatives or to end a current procedure in favour of branching into corrective action, depending upon the circumstances. The decision criteria are sometimes rather soft, so that a higher-order decision strategy is necessary, mostly provided by the human operator. It is desirable that the basic concepts for that strategy are also provided by the designer of the instrumentation. The sociotechnical structure is the network of interrelations between human activities and equipment activities. It can be derived only when the activity allocation and the choice of the organic structure have been made. To this end one should first supplement the process-oriented procedures with equipment-support activities, and possibly with additional tasks required by management. The resulting tasks must be distributed in time so that the resulting jobs comply with biological and social needs and constraints. To arrive in a methodical fashion at the decisions involved in the activity allocation we will now turn to the design process itself.
3 Structuring the design process Several centuries ago, it was more the rule than the exception that an instrument was conceived and developed at the time it was needed and by the experimenter who wanted to make use of it. Until recently, it was common practice to design instrumentation systems in-house, on a growth basis, adding functions or increasing capacity as required. This technique, known as 'operational development', has advantages over the custom-made approach because of intrinsic feedback in the development stage: the designer is well aware of capabilities and limitations of procedures and instruments, their interrelations, their effect upon the object of measurement and on the necessary data-processing techniques. The sensitivity of every action in relation to the final result can be considered in advance. For quality improvement of some products, the operational development technique is even indispensable.
In complex instrumentation a team of designers is required, working to project management methods. One way of partitioning the problem is into different aspects as exemplified in figure 8. The team is split up into parties each handling, e.g., the aspects of: software, electronics, packaging and integration, user procedures, and human factors. For such a number of people with diverse responsibilities, one must be able to structure the design process such that each is aware of the stage of development of his own team in relation to the progress of others and that each can assess the impact of design decisions in his area of responsibility on the freedom of choice of his fellow designers. Moreover, critical path constraints in the management network may enforce coordination of progress in the separate aspects.
A logical way of progress phasing is the sequence: objectives (system's goal); requirements (obtained after problem analysis); functions (derived from requirements) ; methods (to realise each function); and means (implementation of methods). For example, in a computing system the result of the activities of peripherals, CPU and storage is processed data. A reason to make use of that system could be to play an intellectual game, or to calculate pay checks, or to solve a mathematical problem. These trivial examples illustrate how different objectives can be achieved by the same function (see upper part of figure 9 ). Every function is carried out by a suitable combination of human and material activities; i.e. each function is realised by a chosen method?.
Generally, there is not a one-to-one relationship between function and method, because for the realisation of a function often several methods are available. For instance, for the transducing of pressure several methods are available, e.g. the use of the elasticity of a material (membrane); the change of stiffness of a resonator (string or crystal); gravity (liquid manometer, dead-weight tester) ; gas law; acoustics; etc. Also, transducers may be obtained for different types of output, accuracy class or environment. The relations between functions and aspects are methodically explored in a measurements list (see table 1 ). The aspects serve in this respect t Method: special form of procedure (Fowler & Fowler 1963) . Realisation tree with 'function' in the central to DC as conditions and constraints for the choice of a method of measurement andlor an instrument as shown in figure 10 . The generation of the measurements list is part of a number of actions which must precede the detailed design activity, as listed below: (i) the identification of all the necessary functions to be performed in the measurement; (ii) the careful selection of the most sensitive (or suitable) variables, and their grouping in a so called 'measurements list'. This list is an orderly catalogue of all (physical) quantities to be measured. Typically it contains: measurement name, priority, range of values expected, accuracy, resolution, phase, correlation, data frequency, location and period (time and date) of the measurement, and remarks; (iii) a comprehensive outline of the physical bounds of the measurement, and of a suitable environment (e.g. questions of simulated conditions, specific parts of a process, and of exceeding the limits); (iv) listing of available transducers, matched to the characteristics of both the measurands and the input interface of the measuring system; (v) listing of methods of calibration and required corrections of the data, of in situ test procedures; (vi) identification of the alternatives open for the measuring, recordingitelemetering and processing parts of the system; (vii) listing of required or desired data format, method of presentation (quick-look, final display, registration for filing, etc); (viii) evaluation of side effects and shortcomings of possible procedures and equipment, including estimates of the vulnerability to disturbances, noise, parasitic signals and control errors. In a similar way to the analysis of the transduction function, other functions of the projected instrumentation must be studied. For instance, the function 'output format control' can be realised by the Method of a scheduled sequence, sending data irrespective of their values; or by an on-demand interrupt method, sending data including 'identlabel' only when they are relevant to their end-user; or by other functionally equivalent methods. Once a particular method is selected, there are a variety of equipment and procedures (means?) for its implementation. Thus the methodical analysis can lead to a tree with a very wide base, the final selection of the configuration being derived from those combinations of aspects (conditions and constraints, figure 10) which best satisfy the external criteria (cost, maintainability, reliability, etc). In the former example, the subfunction 'addressing' in the method of scheduled sequence can be realised by, e.g. a digital method assigning address bits to each variable; this in turn may be implemented by a binary counter, or by a shift register combined with a look-up table, or other methodically equivalent means. On the basis of the analysis of functions and methods, which leads to different instrumentation configurations in the exploratory phase, the instrumentation engineer starts to study the resulting alternative FFDS, leading to lists of system activities (equipment and software and operators).
To keep the design effort within acceptable proportions one must be very selective in the upper levels of analysis (requirement and function, possibly also method), but with foreknowledge of the possible effects at lower levels -especially in the area of human activities(e.g. degree of automation). In terms of system structures, comparable levels are: In figure 9 a realisation tree is depicted with the notion of 'function' in the central position. This situation occurs for mass-produced 'general-purpose' equipment. In that case the designer is usually unaware of the precise objectives of its user. For example, most computers belong to this class. Conversely, in the design of goal-directed or dedicated equipment, this tree should only have the precisely known system objectives as its central sources; it becomes the instrumentation design tree.
The tree characteristic is usually deleted from block diagrams of design processes, because they would quickly become unwieldy. A typical example, but extremely simplified in order to emphasise the basic 'objectives -requirementsfunctions -methods -means' sequence, is shown in figure 11 .
Reiteration, so characteristic of every creative process, is symbolised by the many feedback loops. Reiteration takes place by comparison with the alternatives of other partial functions, by comparing against initial design conditions, by invoking practical reasoning. A well known example of the impact of the choice of means is the different computer architecture t Means: that (the instrumentality) by which a result is brought about (Fowler & Fowler 1963) . I i Gnf I y r c t i 31s Figure 11 Reiterative design loops.
obtained with either core storage or disc storage. And who does not dream of the 'hours to go before breakdown' indicator? It would make the design of maintenance progams so much simpler. Theoretically, the choice of functions (leading to the functional structure, namely that in figure 3 ) is the more sensitive with respect to reiteration. In the practical situation wherein design experience is already available, not the functional level but the choice of methods and means is good results if the activities involved in their application are carried out incorrectly.
In many cases, the quality of equipment can be made to match the required integrity? of equipment operations, although this may not comply with cost considerations. Human procedural integrity is less controllable. When a low error rate is obligatory, adequate activity analysis (e.g. Van Cott and Kinkade 1972) must be part of the system design, and may prove to be an important source for iteration.
The human factor
One major output of activity analysis, in addition to the performance specification, is the job description(s) which state(s) the required skills, the education and the general background of the likely type of operator. There is a trend in instrumentation to become more and more complex, which traditionally requires higher education of the personnel involved. It is the opinion of the author that we must break with this tradition and that designers should aim at producing man-machine systems such that operators with modest general backgrounds and intelligence can fully understand their operation and maintenance.
Ideally the operator must be able to interpret his experience of its behaviour and find satisfaction in his day's work with adequate use of his mental and physical abilities. Today we are far from that ideal. It is barely possible to measure the mental and physical load of a complicated task, let alone such vague notions as satisfaction, irritation and boredom. To make such notions technically operational, integrated research of various disciplines such as physics and the behavioural and management sciences is necessary. However, let the white patches in our knowledge in these areas be no reason to neglect those aspects. More often than not one may succeed in designing better instrumentation if, already in the problem definition phase of the project, available data about the human component are applied; and that may be especially true when man-machine systems (MMS) are often the more vulnerable to the quality of decisions.
i . The integrity of the operations of the instrumentation The choice of methods and means automatically includes system is proportional to the probability that its performance the allocation of process activities to operators and to equipremains within tolerance limits notwithstanding small changes ment (see figure 12) . Instrumentation systems fail to produce in equipment and/or procedu1,es. designed for different ethnic groups, in terms of both functional and sensory architecture. In any case, the allocation of activities to man, the grouping of activities into procedures, then into tasks and into jobs inevitably invokes the discipline of organisation in the project, as shown in figure 12 . To the operator, every action in his task is not only a source of error, but also a part of a meaningful sequence which bears relation to the process behaviour. This enables him to evaluate the acquired data (quality monitor function) in order to detect possible malfunctioning. Another important source of human error stems from misunderstanding. An operator builds up his (own) mental model through assimilation of the factors which make up the functional and sensory architecture of the instrumentation. To the extent that this information is insufficient or not comprehended, he will supplement it with his own notions. Consequently, his mental model is strictly individual and may deviate considerably from the designer's image of the model operator. Good, transparent functional and sociotechnical structures are a great help in coping with unforeseen situations; one cannot rely solely on failure mode analysis and thorough training of the operator. Because there is as yet no way to measure the properties of mental models, the best way to achieve some compatibility between the instrumentation architecture and the operator's internal representation of it is, already in the exploratory phase but also in later phases, to ask operators of similar systems to give their opinion of projected jobs.
Concluding remarks
It is impossible to discuss performance of a general measurement system because its purpose is also the yardstick for measuring performances. The performance depends, among other things, on the weighted sum of the capabilities of both the technological part of the system and the human operator. Capability can be defined as the probability that the MMS will, in a given state and at the proper time, carry out the required (designed-in) function. Capability increases when the instrumentation (equipment, procedures) is fault-tolerant. The notion of capability is not to be confused with availability which, knowing the system's age, forecasts the condition in which the system is likely to be found at the start of a (measurement) process. A full capability assessment requires function, for every failure mode analysis, taking into account both the failure mechanisms and associated failure rates of the equipment and of the projected human error models (e.g. Meister 1971 , Swain 1970 , and the built-in alternative ways to achieve that same function. The accuracies and the dynamic characteristics of function alternatives may vary and thus have different values for the end-user. These values are used as the weight factors mentioned earlier in connection with performance. By this method it is possible to arrive at relative quantitative data on measurement performance, possible degradation profiles during the process, desirable back-up means, and so on.
If, some day, it will be possible to use a probabilistic scale to measure uncertainty, the hierarchy feature of this methodology can be implemented in the software of a computer-aided design program. Straight implementation of the design tree (figure 10) in integral form is impossible due to the prohibitive number of comparisons and decisions involved in the generation of every alternative. The total work load is most effectively controlled at the top levels of the hierarchy, of 'functions' and of 'methods'. Until then, this method is very useful for human control of design projects and to explain to engineering students what the design effort is all about.
